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No, the 16 billion credentials leak is not a new data breach

By Lawrence Abrams June 19,2025 0551 PM 9

News broke today about "one of the largest data breaches in history," sparking wide media coverage
filled with warnings and fear-mongering. However, it appears to just be a compilation of previously
leaked credentials stolen by infostealers, exposed in data breaches, and via credential stuffing attacks.
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https://securityaffairs.com/183733/security/cyberattack-on-jaguar-land-rover-inflicts-2-5b-
loss-on-uk-economy. html

BleepingComputer (JLROER)
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-cyberattack-cost-the-
company-over-220-million/

GOV.UK (JLRAD15ER > K OREERIE)
https://www.gov.uk/government/news/government-backs-jaguar-land-rover-with-15-billion-
loan-guarantee

TechRadar (RE/NFEADKEBEANILTTIIDER)
https://www.techradar.com/pro/avoiding-service-desk-exploitation-deconstructing-the-modern-
retail-attack

ESM Magazine (M&S. 46B.RDICH >S5S VA% BER)
https://www.esmmagazine.com/technology/ms-resumes-online-orders-after-46-day-
cyberattack-pause-290083
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https://www.ajbell.co.uk/news/articles/ms-warns-cyberattack-may-cost-ps300-million-despite-
earnings-rise

The Record (Co-opMDF EADRLE)
https://therecord.media/retailer-the-co-op-cyberattack-lost-revenue

BleepingComputer (&ET4AREH)
https://www.bleepingcomputer.com/news/security/four-arrested-in-uk-over-mands-co-op-harrods-
cyberattacks/

KETSEE (Scattered SpiderD &l 2 DFLER)
https://justice.gov/opa/pr/united-kingdom-national-charged-connection-multiple-cyber-
attacks-including-critical

KEREE (T VIV RTREINIEHEDF I TEL)
https://www.justice.gov/opa/pr/alleged-member-criminal-cyber-hacking-group-scattered-spider-
arrested-finland-and-extradited

Copyright © Givery, Inc. All rights reserved

49



iz h# ()
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https://www.securityweek.com/qilin-ransomware-suspect-arrested-in-japan-
extradited-to-germany/

BleepingComputer (160{E4DEREEIERIIHT LLWIRZ LW TIFAW)
https://www.bleepingcomputer.com/news/security/no-the-16-billion-credentials-leak-is-not-a-
new-data-breach/

Palo Alto Networks Unit42 (BRI N3 LLMODH)
https://unit42.paloaltonetworks.com/dilemma-of-ai-malicious-1lms/

CTC Sentinel (RHEETILDEZEEIAN TN SMERE)
https://ctc.westpoint.edu/feature-commentary-guardrails-under-test-terrorist-misuse-of-ai-
models-and-the-open-weight-abliteration-problem/

THEIIWN—TR=ITa TR (2025F11827THDHEK)
https://www.asahigroup-holdings.com/newsroom/detail/20251127-0104.html

THedIN—THR=IT14 TR (2026FE7TB1THDER)
https://www.asahigroup-holdings.com/newsroom/detail/20260717-0101.html
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https://www.nikkei.com/article/DGXZQOUBO74LA0X00C26A7000000/

issoh (7H EDHEBRE TORE)
https://www.issoh.co.jp/column/details/10035/

Impress Watch (7 XZJILORAOCRHEOEHE)
https://www.watch.impress.co.jp/docs/news/2070955. html
NA1FTEZa2—X (FRIVINLDEBADLSES{LET)
https://news.mynavi.jp/techplus/article/20251215-3818168/

FASHIONSNAP (EHIRG=*w b X b7 OZFHE)
https://www.fashionsnap.com/article/2025-12-02/muji-online-restart/

ZRr [SH8ELFHICHITZIHAN—TEHEDH S IBHDBERFICDOVTY
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R8kami/
RO8_kami_cyber_jousei.pdf

ERT BSMTEICE T3 AN —ZTRZHSBIBROBREFICDOVLTY
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R7/R07_cyber_jousei.pdf
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https://www.itmedia.co.jp/mobile/articles/2606/23/news115.html

tFal) FoxtELab Q026FEDERDEREH)
https://rocket-boys.co.jp/security-measures-1labh/2026-japan-major-security-incidents-17-
gyazo-epark-fines-times/

INTERNET Watch (GyazoADRIET I+ X)
https://internet.watch.impress.co.jp/docs/news/2141538 .html

MEIA—FRL—>3Y (BRAZTASKRRT7 U DEEIER)
https://www.monogatari.co.jp/news/261005_news/

ITmedia NEWS (f£)I|READRET I X)
https://www.itmedia.co.jp/news/article/2610/23/2000002553/

INTERNET Watch (A7J>0a—H—F®REZ L)
https://internet.watch.impress.co.jp/docs/news/2150509.html

INTERNET Watch (/O IREBILVWVTF —EIANDRET It X)
https://internet.watch.impress.co.jp/docs/news/2148860.html
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REFBLUG—F (ESEEDEABRRER L. 20265F)
https://www.tsr-net.co.jp/data/detail/1203305_1527.html

BFE Ry a4 GESFAROARERS|. 20255F@4F)
https://www.jiji.com/jc/article?k=2026011401050&g=eco

T T2 —%y FEGBIT—EIADRET7 IR « RIERG|ICEBZEEHLNIIELTUVET
https://www.fsa.go.jp/ordinary/chuui/chuui_phishing.html

Have | Been Pwned (FAQ)

https://haveibeenpwned.com/FAQs

Google 7HI Y b AT TNZAT—RORDLDICNIAF—TOT1>T 3]
https://support.google.com/accounts/answer/13548313?h1=ja

BABHRFEZER MEAABROFREICET I ERICOVWTOHA RS> (GEBRIR) I
https://www.ppc.go.jp/personalinfo/legal/guidelines_tsusoku/
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